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INFORMATION MANAGEMENT IN THE DESIGN
OF MATERIALS CONTROL AND ACCOUNTABILITY SYSTEMS

William J. Whitty, Jack T Markin, and Richard 8. Strittmatter
Safequards Cystems Group
Los Alamos National Laboratory
Los Alamos, NM 87544

ASSTRACT

In the initial stage of a materials accounting
system derign, fundamental decisions are made
about the data to be ~cquired, the means for
acquisition, and the locution and timing of the
acquisition. The data to be acquired are deter-
mined by their intended use in the analysis., re-
porting, and docision processes. This paper pre-
sants information management methods for materials
ascounting systems based on experience in system
dovalopment &t OOE facilities. Specifically, we
describe principles for the acquisition and organ—
ization of data for a materials control and ac-
countability (MCAA) system. Many of these prin-
ciples are drawn from software engineering. These
include the preparation of a requiremants docu-
ment, a functional specification, and the applica-
tion of structured analysis and design. Our ex-
perisnce show: that insufficient effort and detail
to these early fundaments! activities for identi-
fying and acquiriiy the appropriate data cause
many problems later. +oilure to provide for com-
plete acquisition of all required information
leads to potentially costly revisions to the data
acquisition system or to a materials accounting
vystaem that cannot complete its intended func-
tions. Likewise, unrealistic analyses require-
ments can cause catastrophic problems later on.
The rejults of this research should produce a
functior~] description of a modern MCLA system to
serve as a quide for developing or upgrading MCLA
systems.

INTRODUCT ION

A nuclear materials control and accountability
(MC&A) systam i3 a fundamental part of a graded
safeguards program at required by Department of
Energy (DOE) Order %333 weriss! for all special
nuclear materials (SNM) under the control of a
facility. The MCELA system consists of measurement
instrumente, data proceacing hardware and soft-
ware, and a set of procedures that provide for
the development of timely information on the lcca-
tion and status of nuclear material. The proce-
dures provide for the collection of th) right data

Wuork supported by the US Department of Energy.
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and for the means for transforming these data to
information usable by safequards personnal. Safe-
guards as a whole and the design of an MCLA system
in particular are strongly affected by the process
desiqn and operation. Usually, safeguards are
considered after the process is designed and, in
some cases, is undar construction or complete with
its enclosing structures. In a safeguards system
considered for upgrading, the fixed features must
be handled the best way possible under these con-
straints. Early entry of safeguards personnal
into the process design stage is critical to the
design and developmant of a satisfactory safe-
guards system. Otherwise it may be difficult to
perform the safeguards functions adequately, or
they may be pearformed awkwardly. Without safe-
guards being considered at the earliest stages of
process design, the required data may not be
available or may be extremely costly or difficult
to acqui~e. Our experience shows that insuffi-
cient effort and detall to these early fundamental
activities for identifying and acquiring the ap-
propriate data, such as the addition of measure-
ment instrumants, communication lines, computer
hardware, and software revisions.

Designing a materials accounting system con-
sists of creating an information—management system
that acquires relevant data on the materials-
related activities within the facility, organizes
these data into a database where they are easily
retrieved, establishes criteria for detecting
anomalias, analyzes the data to ensure that mate-
rial {s accounted for and to detact anomalies in
mat.rials-related activities when thay occur, re-
solves anomalies, and reports on the status of
materials accounting. Hers, we concentrate on the
information and data aspects that are extremaely
important &t the earliest design stage. This
paper presents information-management methods for
materials accounting systems that draw on experi-
ence in system development at DOE facilities
Specifically, we describe principles for the ac-
quisition and organization of data for an MCEA
system.

FUNOAMENTAL. REQUIREMENTS

The primary general safeguards objective 13
to protect the public and facility employwas From



dangers that could arise from misuse of the facil-
ity's equipment and/or its nuclear material. The
informational requirement related to this objec-
tive is to keap timely information on the location
and status of nuclear material subject to control
by the facility. The specific meanings of "timely
information" and "subject to control" are deline-
ated in the appropriate parts of the DOE Order
5633 saeries. This information is prasented in
the form of reports, including data on transac-
tions, inventories. and materials balances. There
is no prescribed way of racording data; however,
it must he able to be retrieved according to a
materials balance area (MBA) reflecting the quan-
tities of nuclear material that have been shipped,
received, or otherwise removed from an MBA and
remaining quantities in inventory. Also, SNM in-
ventory differences must be able to be resolved
and programmatic reporting must be satisfied.
Material tyde codes and project numbe:s are pub-
lished by 0OOE and are required for all transac-
tions involving DOE-owned material used in produc-
tion and ressarch programs. Materials balance,
project balance, composition of ending inventory,
and scrap reports require the identification of
the MBA. Much more data also must be collected,
refined and unalyzed to provide the information
and data required by DOE Headquarters, Operations
Offices, and, in some cases, Area Offices. The
new performance requirements will place additional
demands on the safequards organizations at these
facilities. Data collection are further compli-
cated by the additional informational requirements
impored by the OOE contractor operating the facil-
ity.

Thare is a fundamental difference between the
meaning of the words information ard data. Notice
in the above paragraphs we have used both infor-
mation and data. They are not used synonymously.
Both data and information are necessary for formal
reporting. When necessary, these data are con-
verted to information, for example, to resolve
inventory differences. In the next section we
will focus on the differences between information
and data.

INFOMATION AND DATA

In many cases the words “information" and
"data" are t-eated as synonyms, which leads to
misunderstand.ngs of what i{s meant. The follow-
ing definitions of information and data are the
most appropriate selections from the American

Heritage Dictjonary.?

Information: "Knowledge derived from study,
enperience, or instruction."

Data: "Info~mation, aesp. (ecially) information
organized for analysis or used as a basis for a
decision."

This definition of i(nformation (s satisfactory
because it conveys the idea of knowledge. How-
ever, ''data" s defined as organized information.
This leads to much of the misunderstanding of the
meaning of these words In our profestion and
others

Now let us examine the definitions of infor-
mation and data as they are used in the data
processing and zommunication fields. The next
definitions of information and data are from the
Dictionary of Scientific and Taechnical Terme 3

Information: "Data which r.as been recorded, clas -
sified, organized, related, or interpreted within
a framework so that meaning emerges.'

Data: "Any repraesentations of characters or
analog quantities to which meaning, if not infor-
mation, may be assigned.”

The IBM_Vocabulary for Data Processing, Tele-
communications, and Office Systems gives essen-

tially the same definition of data plus the fol-
lowing definitions.

Deta: "A represencation of facts, concests, or
instructions in a formalized manner suitable for
communication, interpretation, or processing by
human or automatic means."

Information: "The meaning that a human being
assigns to data by means of the conventions ap—
plied to that data."

For our purpose, the data processing and com—
munications definitions are appropriate. Let us
paraphrase these definitions. information is data
processed according to some convention so that
meaning emerges. Data is a representation of
facts suitable for internretation by human or
automatic means. For axample, a tank level re-
corder output is a datum (a fact). The level
reading can be converted to a volume by some cali-
bration mechanism (another datum but with more
meaning) . After the transfer of material from
the tank, another level reading converted to «
volume when arithmatically combined with the pre-
vious volume gives the volume transferred from
the tank. This {s now a piece of information
about that particular tank. It is also a piece
of the entire data set necessary to close a mate-
rials balance arvund the tank or possiply the
appropriate MAA,

These definitions and the concepts they convay
are crucial in the early safaguards system design
phase to eisure that the inforwation and data
will be available for recuired reporting proce-
dures. In most cases acguiriny the required data
for reporting to DOE should not prasent a serious
problem. The real problem is how tc gat the datae
that are processed to provide info-mation. in
many situations in safeguards/facility operations,
as well as other fielde, the engineers have the
tendency to say "let's qget everything." This 14
evpecially true with processes that nhave on- and/
or in-line instruments controlled by microproces.
s0re with the captured datu being stored aiactron-
ically suitable for digital processing. A final
example L9 appropriate Limit-of-srror (LOE) cal-
culation formulas are composed of a large number
of terms representing variances and covariances
The output of a tank level recorder is an elec
tronic signal that uses an internal proces.or to
convert the signal to a level Let's assime that



the error statistics are known for the level data
from the manufacturer's rublished data and that
the errors must be propagated from level data
Tanks usually have piecewise~continuous calibra-
tion curves giving volume data from level! data.
The calibration curves have their own error sta-
tistics. Now the real data of interest to process
parsonnel are the volume, not the level. The vol-
ume is also necessary to provide safeguards infor-
mation. However, tha volume for safequards arror
propagation must include error stacistics. In
designing the plant instrumentation, the engineers
may have thought that they have gotten everything
by providing a volume measurement. The LOE re-
quired cannot be obtained from these data. (An—
other more practical issue is whether that much
detail is really necessary? We address this sub-
ject later.)

INFORMATIONAL REQUIREMEN:S

Materials accounting informational require-
ments ars available from examining safeguards
reports prepared by other organizations at the
facility, discussions with the overall safegquards
organization, facility standard safeguards proce-
dural documents, and other facility-specific
sources. The importart issue is to clearly define
these requirements and then determine the data
needed to produce the information. The means of
production should not be considered hastily. This
could result in necessary data not being specified
and acquired. In most cases the safeguards organ—
ization will compile the reports and serve as the
facility interface to DCE. The lower-level organ-
ization must supply the appropriate information
and data for the sa®equards organization to func-
tion properly. It is generally left to the dis-
cretion of the lowar-level oraanization to provide
this information and data in the manner that seems
most appropriate for the process(es) or plant
safequarded .

Development of the informational reguirements
into clear, unambiguous statements of what is to
be produced is not as simple as most believe.
After using all the sources available, as de-
scribed earlier, communication with the users of
the system on what is needed, how they perceive
the system will work, and its benefit to them is
essential. In a safeqguards system the user com—
munity may be smaller than for a business system.
In addition, the users may be the people who re-
quested the system. Identifying the real users
of the system may be difficult. It is possible
to be introduced to users who are only substitutes
for the real users. The actual users may be too
busy to work on requirements and related tasks so
somaone else {1 selected to perform these duties.
Therefore, the software is developed according to
the specifications of these surrogate users who
may not understand the real problem. In these
days of uncertain economic conditions, all facets
of industry and government are relying more and
more on tempirary workera, who are just the sort
of people who could be selected as users lden-
tifying the rval user is perhaps the most impor-
tant phase of systems design.

No matter what che situation, there will be
at least two organizations 1nwvolved with the sys-—
tem &t the local level--the process people and
the safequards people. Constant or fraequent com-
munication between these two organizations 1s
absolutely necessary.

Statistical analyses attempt to detect ac-
counting anomalies by testing measurement data to
determine 1f thay are more likely to be generated
by norsal or abnormal conditions. Examples are
comparison of a current and previously measured
value and of an inventory difference or shipper/
receiver difference. Statistical tests and other
procedures used to transform data to information
should be selected carefully to provide the infor-
mation required. Specifying complex tests and
procedures beyond what is necessary can ba costly,
both econcmically and in computer resources. Fur-
thermore they may "ot provide more 1nformation
than less complex methods.

Once the informational requirements are deter-
mined, they can be convarted into system outputs.
Do not requite more than is necessary;, keep it
simple. We sironcly recommend that the designers
concentrate on the required outputs of the system
to determine the data necessary to produce them
and do not include complicated statistical sroce-
dures unless they are absclutely necessary. Spend
time defining what is needed.

DESIGN METHODS USELY FOR IDENTIFYING DATA

orr? correctly states that any information
system can be considered as a set of inputs, a set
of outputs, and a set of operations (black boxes)
that transform the inputs to outputs. Input and
output sets and the black boxes gene~nlly are con-
sidered under systems requirements. The requira-
ments, howevar, are primarily concerned with out-
puts and the logical rules for their derivation.
Outputs and inputs can be considered as sets of
data. The black bor can be considerad as either
sets of functions or sets of data. Thus, the
system ic a set of relationshipy between the sets
of functions and sets of data. The major a2laments
of the system are the output, the functiuns that
produce the output, the database, and the input.
Orr suggests to start with the output and work
backwards through the system until the raequired
processing steps are determined, the database is
de'ined, and finally tha inputs that need to be
collected are identified. A number of benefits
result from working backwards starting with the
output data structures. One major benefit s
that, in the {deal case, unnecassary data will
not be collected or stored. Working backwards 1s
difficult to apply. One of the reasons that it
is hard (s that it requires goals and objectives
be specified and that well thought out cecisions
be made regarding the data to be collected On
the othar hand, conaidering input is much vasiar
Hard decisions can be postponed It {s easy (o
say, "Collect everything, someday 1t may be
naeeded." In our experience, the latter case i~
almost always the situation.



Data have three aspects: meaning, composition,
and type. 6 Meaning is the role that the thing
referred to by the data plays in the system. Com-
positicn is elemental or composite. An elemental
datum cannot be further daecomposed. Elemental
data items, or data elemants, may take on values.
The data composition specification states the
names and relationships of the data items when
taken together play the role defined by the mwan-
ing of the specification. The type is the ki.d
of data, for exampla, integer, real, or character.
Breaking composite data down by stepwise refine-—
ment is a common software engineering technigue
used ta develop a data dictionary. It is also
useful with limited refinement at an early stage
in the requirements phase.

Data can b: classified in several ways. One
means of classification relates to the potential
database istructure. Here we are only concerned
with the conceptual structure. Other structures
are outside the scope of this discussion. The
conceptual structure or schema of a database is
the name given to to the data structure at the
conceptual level. It is completely independent
of the computer, the operating systam, and the
database management system (DBMS). One method of
viewing the conceptual structure considers the
basic data elements or entities, which represent
real things; other data elements called attributes
that describe the entities; and associations be-
twaen the data elements called relationships.
This is the well-known entity-relationship (E-R)
method . 7-9  Another method is to organize the
data based on the assumed or known usage pattern.
The E-R method organizes the data as they exist
in the real world, wheareas the second method
organizes data according to their usage. A data-
base structure designed by these mathods will be
very different. The E-R method will allow flex-
ibility and expansion. The usage method will pro-
vide efficiency or speed. Teorey’ recommends
using the E-R method to define the initial infor-
metion structure and then use the usage method to
refine the information structure for processing
efficiency. Although this approach is recommanded
for database design, it can also be used at a high
lavel to understand the data required. It will
also serve as a first cuc at the database design.

BoothlQ recommends that the system be treated
as output driven as much as practicable and then
uss the E-R approach. Booth is a practitioner,
Teorey is an academic. For the gariy itages of
MCLA system design, we raecommend Booth's method.
Howaver. the more integrated the system becomes,
for example, including access control, the more
Teorey's approach may be useful in the early
stages. Whichever mathod works better depends on
the facility's particular circumstances, its per-
sonnel, and the degroe of integration of safe-
guards functions.

Data also can be classifiad either as static
or as dynamic.  Static data is re’atively perma-
nent and is mainly used fur reference and compu-
tations during production runs. It i{s generated
or updated infrequently. Examples of static data

are calibration constants and error components
(variances, covariances) used for LOE calcula-
tions. Oynamic data are generated during produc-
tion runs or is output. Examples of dynamic data
are book inventory amounts and values of trans-
ferred amounts in transactions. The static and
dynamic data elemants can be grouped in logical
categories according to their usage. These group-
ings can help to suggest additional data needed.
This may be much more useful for static data than
dynamic data. It is not aeasy to know what the
static data are because these components are taken
for granted or are not considered vary often
Look carefully at the static data requirements
before stating a need for a computation. Unreal-
istic requirements can have very serious effects
later.

When data are automutically acquired from in-
struments and possibly an analytical laboratory
and are automatically trzasmitted to a computer,
there is a possibility that the data composition,
sequence, and format may make it difficult or
impossible to assemble the proper data to produce
the information needed. The information aystem
shou.d be thoroughly documented in the functional
specification (sea the Software Design and Devel-
opment section) before the data composition and
format are decided.

Process operations requirements will dictate
much of the physical structure and layout o/ the
instruments used in an MCLA system and for process
control. Within thess constraints judicious se-
lection of MBA and unit procass boundaries will
go a long way to help provide for the nacessary
data for MCEA.

The requirements discussed above are related
to outputs and the muans for attaining them.
Transactions, on the other hand, are inputs, the
transformation of inputs, and the transformation
of Jdata in the database. Our emphasis is on out-
puts. Software engineering functions will provide
the software, ur systems architecture, for produc-
ing the outputs from the inputs. Our approach
generally aarees with Orr and Booth; start with
the outputs and work back through the system,
identifying the processing steps and database
required until the necessary inputs are identi-
fied. All this can be acromplished at a fairly
high level at first. Ffurther refinement at the
earliest stage is necessary only to define the
{nputs as reasonably as possible. Then the
prncess design engineers will have something def-
inite to use to provide the necessary data, which
may be additional to the prucess data.

Once we have juentified the necessary data,
its organization using the inherent interrelation-
thips among the data is the mcst important step
in information management. This is the database
design stage. Database design is nat only a key
element in a complex information system, but 1t
is critical to providing required performance,
security, and the ability to expand the systum
Database design can also benefit from the appl
cation of software engieering techniques.



DATABASE DESIGN AND DATABASE MANAGEMENT SYSTEMS

In acquiring and/or designing software for
analysis of accounting data, it is important to
consider not only the specific logical or statis-
tical analyses to be executed but also the soft-
ware for extracting the needed data from a poten—
tially complex database. Thus, the organization
of the database and the analysis software will
interact and influence the da.a-retrisval soft-
ware.

A database is a collection of interrelated
data stored together to serve multiple users; the
data are stored independent of user programs; a
common and controlled approach is used for adding,
deletirg, modifying, and retrieving data; unneces-
sary reduncancy is kept to a minimum.9 One of
the most critical design tasks is structuring the
database. The entire set of records vor inven—
tory, transactioni, measurement control, aerrors
on materials and any other peartinent records con—
stitute the database. It is possible that the
cdatabase contains all thase records (actually com
binations of fields from several records) in a
few files. This, however, would not make use of
the interrelationships among the data. These in-
terrelationships can be used to structure files
in an optimal way for ease of processing, reduce
storage, and compensate for change and growth. A
good dasign of the database into a number of files
making use of the interrelationships among the
data and particuiar facility considerations also
will improve data quality. File-oriented systems
can be implemented in several different ways.
Direct access filas can be searched for keys or
pointers defined for the search and stored in
another file.

Although & number of facilities are using
COBOL programs fo- file handling ard others are
using FORTRAN, we recommend using a relational
08MS (R-D0BMS) as the major software .omponent in
an MC&N system augmented by the most appropriate
third- and fourth-generation languages. An R-0BMS
has the advantages of data availability, data
quality, data security, data independence, manage-
ment control, flexibility, and ad hoc reporting.
Many R-08MSs are commercially available with every
new version showing increased speed. Some of
thase products are used in high-volume transaction
operations. Recent advances in R-DBM8s and com-
puter networking hardwarc and software technoloyy
have made distributed databases a reality. Major
software vendors are placing significant emphasis
on providing software for distributed databases.
A significant adventage of an R-DBMS, especially
in a distributed anvirorment may be in facilitat-
ing truly integrated safeguacds. A single data-
base, distributed by an organizational function,
could include processing; materials accounting;
measurement control; materials control; authori-
Zation of individuals to data, material, and loca-
tions; and physical protection. The rapid compi-
lation anu display of all pertinent information
could provide decision makers with information
that would allow timely detaction and rapid reso-
lution of anomalies with less intrusion on normal
operations including production functions.

If the E-R method was used at earlier staces
for helping to identify and structure data, 1t
can be refined for the design of the database
Recall that the E-R model is a conceptual struc-
ture of the database. The relational model is a
particular implementation view. However, the
relational model can also be used as a conceptual
view. A particularly advantageous approach might
be to use the E-R and relational views together
We usa the terminology in use for DBMS-theory,
although the concepts for structuring data also
apply for MCLA systems based on other procaessing
modes. However, whatever method i3 used for data-
tase manipulation, the daesign of the database
should make use of the inherent structure of the
data. Bad designs are possible with any type of
system. Design is important for performance,
flexibility, sacurity, data integrity, and data
independence.

Relational systems are more forgiving than
other implementations for poor desigr if the de-
sign deficiencies are recognized early and if the
R-DBMS product has the capability of easy restruc-
turing. This restructuring is possible bacause
relational systems are composad of flat files that
are identical irn forx to the tablas we are all
familiar with from our school days. Complex data
structures are decomposed into flat files, and
further decomposition into simpler tables is ac-
complished by a process nf normalization. Nor-
malization {s also useful for designing files that
will be processed by means other than a R-0DBMS.
If we recall that records are comnosed of fields
and files are composed of raecords. we can compare
@ file to a table. A table, which in relational
terminology is called a relation, is composed of
rows called tuples and columns called attributes.
The rows correspond to record occurrences. The
columns in the table, which correspond to record
fields, are callcd attributes whose values are
drawn from a common domain, that is, they are of
the same type. The table¢s are related to one an-
other by une or more common attributes being table
componants. In file tarminology this means that
some fialds occur in more than one record.’.?
Further discussion of file handling and relational
database concepts is beyond the scope of this
phper,

We recommend acquiring the most powerful
R-D8MS available that can support distributed
processing. This probably means an SQL-based
system berause IBM, the federal government, and
ANSI support SQL and most UBMS vendors are either
u8ing it or switching to it.

SOFTWARE OEGIGN AND DLVELOPMENT

The computer-based, transaction-processing
system forms the basis for developing information
on the location and status of all nuclear mate-
rials at a facility, including inventory, history
of material, movement, losses, and management re-
ports. Modern large computer systams are much
mcre complex than those developed previously
Most of tha effort in the development and use of
computer software {s in debugging and maintenance
This effort can be kept to a minimum by analyzing



and designing the system using well-developed
software engineering techniques.

The first step in designing a new MCLA system
or upgrading to an existing one it to develop a
requiremants document that includes a description
of the major functions to be performed by the MCELA
system and a description of the facility as it
relates to safeguards. The techniques used for
analyzing user raquirements and designing a system
to satisfy these requirements are called struc-
tured analysis and design, respectively. Struc-
tured analysis uses the requirements document and
data flow from the user community to produce a
functional specification, a budget, a schedule,
and physical requirements for hardware selection.
Here the facility description, which defines the
material inventories and flows including the se-
quence of process steps identifying at each stage
potential measurement points ard other locations
for acquiring the data, is used for identifying
data flow. Work on the requirements document
should begin early in the plant's detailed design
phase or when an upgrade to the safequards system
is proposed. Our experience shows that insuffi-
ciant effort and detail to thase early fundamental
activities causes many problems later, including
data that are not available and software rewrites.
Too much time is usually devoted to technical de—
tails and not enough on requirements definition,
analysis, and design. Significant effort should
be davoted to these activities. Much of the re-
quirements definition, analysis, and design is
accomplished either hurriedly or not at all so
programming can begin. 10

The functional specification documents the
users' requirements for (1) activities to be per-
fcrmed by the system, (2) data needed to perform
these activities, and (3) proceduras that govern
the uses of the data in the activities. It con-
sists of a set of integrated data-flow diagrams,
mini-speacifications, and a data dictionary. The
data-flow diagrams show the division of a large
system into smaller components with the interfaces
amony the componants from the users' perspective.
The mini-specifications document the processes
shown in the data-flow diagrams. Tha data dic-
tionary documents the interface flows of the data
or data items shown on the data-flow diagrams.

Structured design is also a technique of de-
composing & large complex problem into smaller,
well-defined, easily understood parts of the prob-
lem. These subcomponents, or modules, which func-
tion as black boxes, should be as independent as
possikle from other modules. Structured design
uses the funct.onal specification to produce
stracture charts that illustrate the partitioning
of the system into modules including their hier-
archy, organization, and communication, The
structure chart is the main tool that shows the
relationship of the modules to ona another, their
interfaces, and methods of control.

Jackson, !l  warnier,12 and Orr® maintain
that correct program structure is based on the
logical structure of the data. Their methods

differ from the popular techniques advocated by
Yourdonld.14 a3 described above. The former
suggest that the first step after determining re-
quirements in designing a system is to draw a
representation of the logical structure of the
inputs and outputs. Then the relationships be-
tween the inputs and outputs can be identified
For complex information sy.tems these relation-
ships can be difficult to determine at a high
level. They are morae approoriataly identified in
the detailed analysis phasa. In addition, this
will be an iterative process. The data-structure
approach to so).ware design is more appropriate
for systems where there i3 a direct correspondence
between input and output data structures. There
is no direct correspondence for safeguards soft-
ware systems. We are racommending looking at data
structures for iduntifying data, not for software
engineering.

We are not recommending the full application
of any software engineering technigque. Thare is
no single correct method. The main idea we are
proposing is close!, examining the output neces-
sary and using it to determine the input. Like-
wise, iteration and stepwise refinement will be
necessary.

Furthermore, we recommend that the system be
implemented in stages. This may sound like haresy
to those those data processing professionals who
desire to design and implement a large, complex
information system as a whole. We also claim that
any information system for safeguards is complex.
The advantages and disadvantages of the grand-
design and staged approaches are too numerous to
discuss here. However, we stand by our recommen-
dation.

Most of the classes, softwary tools, and
literature on software engineering are oriented
toward business applications and the Yourdon ap-
proach. Real-time systems generally are more com-
plex than business systemr and the methodologias
for their analysis, design, and development are
just beginning to emerge in the marketplace.

There is much more to softwaras engineering
than is described here. Additional and more spe-
cific information on software engineering appears
in these proceedings.}3 The interested reader
can find introductory material in Reference 16
ward and Mellor® also describe software angi -
neering for real-time systems. However, common
sente is a goud guide and keep it simple. Also
prototyping should be considered.

SUMMARY

In the initial stage of a materials accounting
system design, fundamental decisions are made
about the data to be acquired, the means for ac-
quisition, and the location and timing of the ac-
quisition. The data acquired are determined by
their intended use in the analysis, reporting,
and decision processes that are foreseen for the
accounting system as specified in the functional
requirements. Fajlure to provide for complete



acquisition of all required data leads to poten—
tially costly revisiorns to the data-acquisition
system or to a materials accounting system that
rannot complete ics intended functiond. Likewise,
unrealistic analiyses requirementn can cause cata-
strophic problems later. The use of software-
engineering tools has been founa to aid in design-
ing MCLA systams of different sizes by reducing
the problems that would otherwise occur. Activ-
ities that are critical in the beginning of a
safeguards system daesign include describing the
purpose of the system and defining the information
needed in & requirements document, identifying
the data required including tha content, format
and sequence, and priparing a functional specifi-
cation for software design of the system. These
activities should be conducted with knowledgeable
users of the system and may need iteration.

In informal discussions people have stated,
“This is all waell and good, but how do you do it?"
The only answer we can give is that the definition
of requirements and the specification of the input
data requires persevaerance, discipline, common
sense. and a fair amount of practical psychology.
We are not recommending any particular so’tware
enginearing maethoa, rather the designers, devel-
opers, and users should select any method or com—
bination of methods that makes them feel comfort-
able. Software engineering consists of much more
than has been covered here. Our main concern is
to suggest mathods for specifying requirements,
for using the requirements to define information
needed, and for using the information to clearly
and unambiguously specify the data required.
Nothing we are recommending is "anything extra;"
everything can be used in the analysis phase by
the application of stepwise refinement. The re-
sults of this research should produce a functional
description of a modern MCEA system to serve as a
guide for developing or upgrading MCELA systems.
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